DigiMed Bayern Symposium 2021 () DigiMed
I\/IaI’Ch 16 ..'-::.. BﬂVEIH for the medicine of the future

Translation of cardiovascular research using digital approaches

Legal aspects of data donation and access for clinical rearch
DigiMed Bayern as a case study

Ulrich M. Gassner

Universitit
Augsburg
University

»



From Big Data
to P4 Medicine

PR | S
';"{ﬁl 18



From Big Data to P4 Medicine

3 converging megatrends driving the transformation of healthcare

Systems biology and

systems medicine
. P4

medicine

Digital revolution

Source: Flores et al., Personalized Medicine (2013) 10(6), 565-576
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From Big Data to P4 Medicine

P4 medicine in DigiMed Bayern
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From Big Data to P4 Medicine

The evolution of data regimes

. ' . P4 healthcare: based on billions
‘ ) |Q|M9d of data points about multiple
. :‘E_. l dimensions of health of
" . Bayem each member of the population

Reactive healthcare:
based on limited
measurements from
relatively small test
cohorts

Present-day omics studies:
complex data sets consisting
of many measurements

of relatively small test
cohorts

Number of people

Number of data dimensions (e.g., genomic and proteomic, among others)

Source: Flores et al., Personalized Medicine (2013) 10(6), 565-576



From Big Data to P4 Medicine

5 Vs of Big Data

Big Data
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From Big Data to P4 Medicine

Experimentation design

attempt to describe and probe unknown workings of complex systems

) o
(D
“if we can measure it,
maybe we can understand it”
J
\_/

hypothesis-free approach



From Big Data to P4 Medicine

The synergistic cycle of hypothesis-driven and data-driven experimentation

Classical
methodology

a priori
hypothesis

experiment

synergy of hypothesis-driven
and data-driven experimentation

model

Big data

hypothesis
generation

Source: Hulsen et al., Frontiers in Medicine (2019) 6, Article 34
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Barriers




Factual Barriers

Pre BiG Data IT landscape

many multiple data sources
health data silos

lack of centralised repositories
difficult access
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Legal Barriers

General Data Protection Regulation (GDPR)

in effect since 25 May 2018

all studies performed by EU/EEA institutes/companies and/or on EU/EEA
citizens

exception to fully anonymised data
data sharing needs a Data Processor Agreement (DPA)
only limited research exemptions (eg Recital 33)
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Legal Barriers

General Data Protection Regulation (GDPR)

main barrier
explicit informed data processing consent

limited to a specific purpose (principle of purpose limitation)
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Legal Barriers

General Data Protection Regulation (GDPR)

state of the art in Germany
broad consent

relating to medical research to improve the identification, treatment and prevention of
disease

Medical Informatics Initiative

Support Structure - Coordination Office of the National Steering Committee

massive relief to

f‘,\:) DigiMed

e

~.* Bayem

Consent Working Group
Patient Consent Form Template

(German original version: Last updated 16 April 2020)
(English translation: Last updated 10 November 2020

Version 1.6d 0



Legal Barriers

General Data Protection Regulation (GDPR)

= An elephant in the room?
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Legal Barriers

General Data Protection Regulation (GDPR)

game spoiler EDBP?

e.g.

“The phrase ‘broad consent’ cannot

be found either in the Recital and/or
the GDPR.

“It is therefore imperative that the
research areas are narrowed down ...”
“...the GDPR cannot be interpreted to

EDPB Document on response to the request from the

Europt=:an Fommission for clarific.ations on the consistent al IOW for aco ntrol Ier to naVI gate
application of the GDPR, focusing on health research . . ] .
around the key principle of specifying
N purposes for which consent of the data

subject is asked ...”

more detailed guidelines on the processing personal data for scientific
research purposes currently in preparation and due in 2021



Data Donation
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Definitions

simplistic working definition
= act of allowing to use one’s personal data for medical research purposes
more elaborated definition

= act whereby “people] voluntarily jcontribute their own personal data
that was generated for[a different purposelto a collective dataset”

Source: Bietz et al., Citizen Science: Theory and Practice, 4(1) (2019), p. 6

secondary research use of patient data



Underlying Theories

Theory 1

= solidarity
= eg Prainsack/Buyx (2017)

= jainterpersonal solidarity
(manifestations of individual willingness to carry
costs to assist others)

Solidarity in
Biomedicine
and Beyond

Bartary Mames and Aara byt




Underlying Theories

Theory 2

= data sovereignty
eg- German Ethics Council (2017)

- Hummel/Braun/Dabrock,
in Krutzinna/Floridi (2019)

individual data sovereignty

not to be reduced to negative and protective
rights and powers,

but also encompassing positive entitlements to
pursue one’s notion of good life through
connecting and interacting with others

Deutscher Ethikrat M&\“ Philosophical Studies Series

Jenny Krutzinna
Luciano Floridi Editors

The Ethics

of Informational Freedom

CUTIVE SUMMARY & RECOMMENDATIONS

of Medical
Data
Donation
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Underlying Theories

Consequences/recommendations

facilitation of health data donation by legal means
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Legal
Framework
& Reforms




German Legal Landscape
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Patient Data Protection Act

legal basis for health data donation as of 1.1.2023 (at the latest)
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Patient Data Protection Act

Philipp Gréatzel von Gratz

Source: aerztezeitung.de, 24.9.2020
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Patient Data Protection Act

Definition of Donation

not in the Act itself

but in its explanatory memorandum

o

(0

“Insured persons are given the
opportunity to voluntarily make data from
their electronic health records

available to medical scientific research.”

J
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Patient Data Protection Act

Persons

members of the statutory health insurance scheme = ca. 91 % of total
population

privately insured persons will follow presumably from 1.1.2022
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Patient Data Protection Act

Electronic Health Records (EHRS)

EHRs available since 1.1.2021
access by patients via EHR-app

free patients’ decision on content

doctor's findings
diagnoses

therapy measures
therapeutic reports
medication schedules

blood values
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Patient Data Protection Act

Qualifcation

“donation” = data sharing

IND



Patient Data Protection Act

Donation prerequisites

limited research purposes

in particular
= |ongitudinal analyses over longer periods of time

= analyses of treatment processes

= care research

free choice
volume
certain types of data
certain documents
preliminary information
voluntariness
possible users
purposes
right of revocation
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Patient Data Protection Act

Data transmissions and structural safeguards

§
5
Y ¢
g
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patient’s data

pseudonymised data

@ X

Landwirtschaftliche Gesuﬂd |‘|€i[
BKK

BARMER GEK

deliverage pseudonyme

Prof. Dr. iur. Ulrich M. Gassner, Mag. rer. publ., M. Jur. (Oxon.)

research data centre

inter-period pseudonyms

trust centre

independent bodies
under surveillance of
Federal Ministry of
Health
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Patient Data Protection Act

Data transmissions and data access

access

cH
@

© Iconimage | stock adgobe.com

B
patient’s data research data centre medical researchers
inter-period pseudonyms
pseudonymised data
@ .. ¢
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BARMER GEK

deliverage pseudonyme

trust centre
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Patient Data Protection Act

Access prerequisites

restricted user group

ia

institutions of care research

universities

universities of applied sciences

hospitals recognised under state law

publicly funded non-university research institutions

other institutions with task of independent scientific research, provided data serve scientific
projects

I no private companies

IND



Patient Data Protection Act

Access prerequisites

application
addressee research data centre

necessity to demonstrate in a comprehensible manner that scope and structure of
requested data are suitable and necessary to answer the question to be investigated

quality of data
as a rule anonymised and aggregated, even with small numbers of cases if justifiable
under certain conditions single pseudonymised data sets



Patient Data Protection Act

Limitation of donors’ rights

right of revocation

data transmitted before revocation of consent already used for specific research
projects may continue to be processed for these research projects

no rights to
erasure
restriction of processing
object

W) as opposedto GDPR
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Patient Data Protection Act

GDPR

conformity with GDPR?
assumption “donation” = informed consent

leeway for Member States in the area of research?
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EU/EEA Legal Landscape
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EU Data Strategy

Data Governance Act

* kg

EUROPEAN
ol COMMISSION

Brussels, 25.11.2020
COM(2020) 767 final

2020/0340 (COD)

Proposal for a
REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

on European data governance
(Data Governance Act)



EU Data Strategy

Data Governance Act

concept of data altruism
definition

‘data altruism’ means the consent by data subjects to process personal data pertaining
to them, or permissions of other data holders to allow the use of their non-personal
data without seeking a reward, for purposes of general interest, such as scientific
research purposes or improving public services:



EU Data Strategy

Data Governance Act

instruments to facilitate data altruism

register of recognised data altruism organisations

eligible organisations

legal entities constituted to meet objectives of general interest
not-for-profit basis
independent from any entity that operates on a for-profit basis

legally independent structure for activities related to data altruism, ie separate from other
activities

IND



EU Data Strategy

Data Governance Act

instruments to facilitate data altruism

common European data altruism consent form
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EU Data Strategy

Data Governance Act

= no deviation from GDPR

IND



EU Data Strategy

Future development

= European health data space (Q4 2021)

Promoting our European Way of Life

|16 March 2021

| Prof. Dr. iur. Ulrich M. Gassner, Mag. rer. publ., M. Jur. (Oxon.)

31. | European biomedical research and | Proposal to establish a new European biomedical research and development agency (legislative, incl. impact
development assessment. Q4 2021)
32. | European health data space European health data space (legislative. incl. impact assessment. Articles 114 and 168 TFEU. Q4 2021)
33. | Follow-up initiatives under the new pact on | a) A new EU action plan against migrant smuggling (non-legislative, Q2 2021)
migration and asylum b) A new strategy on voluntary returns and reintegration (non-legislative, Q2 2021)
34. | Schengen package a) Strategy on the future of Schengen (non-legislative, Q2 2021)
b) Amendment of the Regulation establishing the Schengen Evaluation Mechanism (legislative. incl. impact
assessment. Article 70 TFEU. Q2 2021)
c) Revision of the Schengen Borders Code (legislative. incl. impact assessment. Article 77 TFEU, Q2 2021)
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Conclusions




Willingness of Health Data Donation

Workability?

Alena Buyx

Source: TUM, Faszination Forschung, 25(20), 27
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“There is a great
willingness to donate
data.”
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Willingness of Health Data Donation

TMF-FORSA Survey on attitudes towards data donation

Consent to
data donation
for medical
research

46% fully agree
337% agree

disagree

19 7

agree
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Willingness of Health Data Donation

TMF-FORSA Survey on attitudes towards data donation

With whom would
Germans share
their health data?

977

support public research
97% Scientists at universities and

public research institutions

17% Scientists from industry and
private companies

Source: TMF e.V. 2019 | Data base: 793 respondents who would agree to their persenal health data being made available for medical researc
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Willingness of Health Data Donation

TMF-FORSA Survey on attitudes towards data donation

How long should
health data

be used after a
data donation?

13 7o

agree to long-term data use

(unlimited and for the next five years)

56% unlimited data use

17% for the next five years

Source: TMF e.V. 2019 | Data base: 793 respondents who would agree to their personal health data being made available for medical research

TMF-FORSA Survey on Attitudes towards Data Donation | 27.08.2019 | Berlin Seite
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Willingness of Health Data Donation

RKI Corona Data Donation Project

success story (as of 15.3.2021)
536.926 donors
183.714.256 donated data

Fever detections based on resting heart rate and daily step count
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Hope!

“Hope springs
eternal in the
human breast.”

AIexanderAP»abe
(1688-1744)



Thank you
very much
for your
attention!
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