
Global Perspectives in 
Establishing Secure 
Environments
Mark Heffernan - Global Lead, Solution Advisory

Dr. Eduardo Beltrán 
Data Partnerships Manager 
Secure RWD Solutions

December 2023



©BC Platforms 2023 2

First Principles for a Trusted Research Environment (TRE) - 2020

The Five Safes

→ First Presented in a UK Health Data Alliance Green Paper 
July 2020

→ Represents the essential requirements of a Trusted 
Environment

→ These essential requirements are likely to be used in 
future to certify any Trusted Environment

→ “Safe Return” as an extension of the Trusted Environment 
(mapping a valuable result in a research environment back 
to the clinical record)

Safe People -
Individuals given 
access to TREs must 
be appropriate and 
approved

Safe Outputs -
A barrier or 
“air lock” to prevent 
unauthorised
export/import

Safe Setting -
Secure, transparent 
and engineered to 
be easy for 
researchers to use 

Safe Projects -
The use of data is 
appropriate and 
has public benefit

Safe Data -
Proportionate to 
the approved 
project and GDPR 
compliant
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Broadening the “TRE” to become a Secure Data Environment - 2022+

NHS Data Saves Lives initiative

→ First Published in June 2022

→ Public facing documentation for a Secure Data 
Environment building on the 5 Safes first principles

→ Simply stated “Secure Data Environments give approved 
users access to health data for analysis, without them 
needing to receive a copy. The organisation providing the 
environment can control many factors, including;

• Who can be a user;
• The data that users can access;
• What users can do in the environment;
• The findings of analysis that users can remove.”
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The Secure Data Environment in the broader European Context - 2023+

European Health Data Space (EHDS) and the 
proposed Data Governance Act

→ Data Intermediaries must register by 2025

→ Outlines the need for “Secure Environments”

→ CNIL and other European countries also refer to “Data 
Processing Environments”

→ EHDS FAQ: 
https://ec.europa.eu/commission/presscorner/detail/e
n/qanda_22_2712

→ Proposal for a Data Governance Act:
https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:52020PC0767

https://ec.europa.eu/commission/presscorner/detail/en/qanda_22_2712
https://ec.europa.eu/commission/presscorner/detail/en/qanda_22_2712
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020PC0767
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020PC0767
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The Secure Data Environment for a single organization/site

Architecture based on 
technologies available from 

ALL cloud providers and 
deployable on-premise.

Full architecture 
deployable to customer 
environment as a one 

integrated environment.

Availability & Access Portal

Platform for Study Data Access 
& Analysis Execution (All data)

Data 
Administrator

Project access 
management

Cohort 
discovery

One Way Intermediary (Data 
aggregates to BC|RQUEST)

Researchers

Pharmaceutical
Collaborators

Cloud-agnostic or on-premise deployment or hybrid
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Other data sources

6

The Secure Data Environment for a network of multiple organizations/sites

Full architecture 
deployable to customer 
environment as a one 

integrated environment.

Lockdown Environment for 
Study Data Access & Analysis 
Execution 
(Project Data only)

Project 
environment

Availability & Access Portal

Platform for Study Data Access 
& Analysis Execution (All data)

Data 
Administrator

Project access 
managementCohort discovery

Optional: Data 
Released for 

project

One Way Intermediary (Data 
aggregates to BC|RQUEST)

/ Workspaces

Researchers

Pharmaceutical
Collaborators

Platform for Study Data Access 
& Analysis Execution (All data)

One Way Intermediary (Data 
aggregates to BC|RQUEST)

Site 1 Site 2

Cloud-agnostic or on-premise deployment or hybrid
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The BC|INSIGHT features supporting our Secure Data Environment Solution

Data 
release

/ Data Management

For system administrators 
and data managers

Data 
ingestion

Remote 
data 

access

Existing data warehouse

Cohort building
Workspace 

creation
Permission 

management

Data curation / 
manipulation

Organising data Data deletion

/ Workspaces
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Case Study 1 - NHS Pilot for Wessex SNSDE

A pilot for Wessex sub-national SDE was run from January to April 2023.
NHS SDEs are designed to support researchers across six broad R&D 
use cases:



©BC Platforms 2023 9

Case Study 1 - NHS Pilot for Wessex SNSDE
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Case Study 2 - BC|RQUEST federated approach for HDRUK/CO-CONNECT
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Case Study 3 - meeting the 5 safes for Kaiser Permanente Research Biobank
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Case Study 4 - Helsinki University Hospital SDE with Azure Data Lake
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Case Study 5 - Japan NCGM for Rare Diseases. SDE running on AWS.
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Case Study 6 - ONCOVALUE. Federated HTA Analysis of RWD across multiple European countries
To measure the effectiveness of medical treatment: identify subgroups for whom the treatment is optimal and for whom it is not

FEDERATION

Data does not move
Investigator to data

Federated Access to HTA data 
Access to predefined data
Analyse the data
Identify the real-world effectiveness

Hospitals readiness for HTA
Define objectives, metrics and data points 
Set up the technical readiness 
Curate and harmonise data points

Provides neutral trusted data aggregation 
solution within network
ONCOVALUE clinical partners are able to 
investigate internal data and compare to 
aggregated data from other clinics

EHDS 
Ready

HTA= Health Technology Assessment



©BC Platforms 2023 15

Our Mission: Accelerating Drug Development and Personalizing Care
Leveraging 26 years of experience in RWD analytics and secure research collaborations

Enabling data for 
new discoveries to 

Life Science and 
Biotech

Providing the 
infrastructure and 
expertise in all 
data modalities

Life 
Science

Healthcare

Advancements in 
medical care

Building high quality 
data assets

Access to high quality, 
RWD with provenance

Faster drug 
development
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