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The DigiMed Bayern Secure Cloud
Secure at Heart: How We Built a Collaborative Medical Research Cloud Platform Around 
Confidential Computing Technologies
December 5th 2023 | DigiMed Symposium | Florent Dufour, Dr. Naweiluo Zhou
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1- Planning for the  
DigiMed Bayern Secure 
Cloud
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Survey of Users Requirements
Planning for the The DigiMed Bayern Secure Cloud
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High Performance Systems (SuperMUC-NG + Linux Cluster)
ü 7k nodes / 250k cores / 800 TB RAM
ü 2000 M core-hour / year
ü 70 PB Storage + 260 PB archives
ü 50 GPUs

Elastic Cloud System (OpenStack Compute Cloud)
ü 200 Nodes
ü 32 GPUs Nodes
ü ~2PB raw storage
ü 100G Fabric
ü 40000 vCPU capacity
ü 2000 users and 1500 active VMs
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The LRZ is a computing Centre of Excellence
Planning for the The DigiMed Bayern Secure Cloud
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Systems Engineering
Molecualr Chemistry

Mathematics
BiologicalChemistry and Food Chemistry

Water research
Geochemistry, Mineralogy and Crystallography

Zoology
Medicine

Meterials Science
Construction enginieering and Architecture

Basic Biological and Medical Research
Computer Science

Process Engineering, Technical Chemistry
Chemical Solid State and Surface Research

Materials Engineering
Physical and Theoritical  Chemistry

Geophysics and Geodesy
Optics, Quantum Optics and Physics of Atoms, Molecules and Plasmas
Statistical Physics, Soft Matter, Biological Physics, Nonlinear Dynamics

Mechanics and Constructuve Mechanical Engineering
Atmospheric Science, Oceanography and Climate Research

Condensed Matter Physics
Astrophysics and Astronomy

Heat Energy Technology, Thermal Machines, Fluid Mechanics
Particles, Nuclei and Fields

Usage (%) 9

Biomedical Research is not conducted on LRZ Systems
Planning for the The DigiMed Bayern Secure Cloud
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2 - Architecting the 
DigiMed Bayern Secure 
Cloud
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DigiMed enabled an Integral Collaboration
Planning for the The DigiMed Bayern Secure Cloud
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DigiMed enabled an Integral Collaboration
Planning for the The DigiMed Bayern Secure Cloud
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Security
ü Comprehensive security concept
ü Threat model and mitigation
ü Physical security measures
ü End-to-end data encryption

Privacy
ü Pseudonymisation of data
ü Logical and cryptographic 

separation of tenants
Sustainability

ü Scalability and future proofing
ü GAIA-X federation Support

ü Gesetz: Change in the Art. 27 
Abs. 4 S. 6 of the Bayerischen 
Krankenhausgesetzes („BayKrG“) 

ü AVV: Auftragsverarbeitungs-
Vertrag 

ü TOMs: Technical and 
Organisational measures

ü DSFA: Data Protection Impact 
Assessment

ü Usage regulation and user 
security training

Co-design with the Data Protection Officier
150 Documents in the Dokumentenlandkarte Datenschutz

IT Expertise Legal Expertise
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The DigiMed Secure Cloud is Standalone
Architecting the The DigiMed Bayern Secure Cloud
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ü Community Infrastructure as a Service
ü 100% Self service
ü OpenStack cloud platform
ü Fully encrypted, no code modification required
ü Not even LRZ admins can get unauthorized 

access or tamper with data
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The DigiMed Secure Cloud is Standalone
Architecting the The DigiMed Bayern Secure Cloud
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AMD-SEV Servers

Quobyte servers

Munich Scientific Network

dotted line = encrypted

Private Networks

Data is encrypted in all states: at rest, in flight, in use.



16DigiMed Bayern Symposium | 05.12.2023

The DigiMed Secure Cloud is being tested
Architecting the The DigiMed Bayern Secure Cloud
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Some DigiMed Bayern Usecases are being migrated
Architecting the The DigiMed Bayern Secure Cloud
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3 - Scientific output of 
WP6



• Published: 
1. N. Zhou, F. Dufour, V. Bode, P. Zinterhof, N. J. Hammer, and D. Kranzlmller, “Towards 

Confidential Computing: A Secure Cloud Architecture for Big Data Analytics and AI,” in IEEE 
International Conference on Cloud Computing (IEEE CLOUD), (Chicago, Illinois, USA), 2023.

2. F. Dufour, N. Zhou, V. Bode, P. Zinterhof, N. J. Hammer, D. Kranzlmüller, “Towards Confidential 
Computing: A Cloud Architecture for Big Data Analytics and AI in Biomedical Research (poster),” 
in ISC, Hamburg, Germany, May 2023.

• Talk: 
1. F: Dufour, “Towards the Medicine of the Future in Bavaria and Germany, One Heartbeat at the 
Time With Confidential Computing,” in Open Confidential Computing Conference (OC3), Online, 
2023.
• Planned:
Extended version for tier1 scientific journal or research conference, 2024 
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Publications
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Secure Your Workflow with LRZ DigiMed Cloud
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Main components of the Cloud
• Storage node
• Compute node, control node
• Software stack
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Secure Your Workflow with LRZ middleware

the main components of LRZ middleware 

* N. Zhou, F. Dufour, V. Bode, P. Zinterhof, N. J. Hammer, and D. Kranzlmller, “Towards Confidential Computing: A Secure Cloud Architecture for Big Data Analytics and AI,” in IEEE International 
Conference on Cloud Computing (IEEE CLOUD), (Chicago, Illinois, USA), 2023.

Purpose: 
• Your workflow and data includes sensitive info
• Safely transfer over network 
• More portable, independent from hardware
• Prevent attacks from VM level

Your entire workflow and data are encrypted!
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Secure Your Workflow with LRZ middleware

the main components of LRZ middleware 

Main functionalities
• Pack your code inside encrypted 

workflow container
• Pack your data (if large size, e.g. 

200GB) into an encrypted data 
container

• Schedule and execute the 
workflow
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Secure Your Workflow with LRZ middleware

• Available on LRZ GitLab
• More features to come 

The middleware has been used for LRZ AI training courses
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